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Abstract: With the rapid development of Internet of Things (10T) technology, its integration
into intelligent medical monitoring devices has significantly transformed the healthcare
landscape. This integration not only enhances the functionality of medical monitoring
equipment but also improves the real-time accuracy of data collection. This review
comprehensively discusses the data acquisition and processing methods of intelligent medical
monitoring devices based on 10T, with a particular focus on their applications in molecular
and cellular biomechanics. In the context of biomechanics, 10T technology offers new
perspectives and tools for biomechanics research. By accurately monitoring mechanical
changes at the cellular and molecular levels, 10T technology enhances our understanding of
biological systems, thereby providing a scientific foundation for the early diagnosis and
treatment of diseases. For instance, by observing the mechanical responses of cells, we can
gain insights into how cells sense and react to changes in their external environment. We
summarize the current research progress related to loT data acquisition and processing
methods for these devices, analyze the advantages and limitations of existing technologies,
and explore future development trends. The review seeks to foster technological innovation
and practical applications within this field, ultimately enhancing the quality of medical care
and improving the overall quality of life for patients.

Keywords: biomechanics; data acquisition; data processing; internet of things (loT);
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1. Introduction

Internet of Things (loT) technology, regarded as the third revolutionary
wave of the information industry, is transforming the convergence and
interaction patterns of global networks through its unique intelligent sensing,
recognition, and computing technologies [1]. At the core of 10T is the ability to
connect physical devices to the Internet via embedded systems, enabling
automated data collection, exchange, and analysis to optimize operational
processes and enhance efficiency [2]. In this context, the application of 10T
technology in the medical field is particularly compelling, especially regarding
the data collection and processing capabilities of intelligent medical monitoring
devices, the potential of which is gradually being explored and realized.

In the medical field, the application of 10T technology extends beyond mere
data collection. It also encompasses the comprehensive analysis and utilization of
this data to facilitate precision medicine and personalized treatment. Intelligent
medical monitoring devices, which serve as crucial components of IoT
technology in healthcare, significantly influence the efficiency and quality of
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medical services through their data collection and processing capabilities [3].
These devices can monitor patients’ physiological parameters in real time, such
as heart rate, blood pressure, and blood glucose levels [4—7]. Thereby providing
essential information for clinical decision-making. However, ensuring the
accuracy, timeliness, and safety of this data, as well as transforming it into
actionable clinical insights, remains a pressing challenge in contemporary
research.

At the molecular and cellular biomechanics level, the application of loT
technology offers new perspectives and tools for biomechanics research [8]. By
accurately monitoring mechanical changes at the cellular and molecular levels,
IoT technology enhances our understanding of biological systems, thereby
providing a scientific foundation for the early diagnosis and treatment of diseases.
For instance, by observing the mechanical responses of cells, we can gain
insights into how cells sense and react to changes in their external environment.
This understanding is crucial for studying cell signaling, tissue regeneration, and
disease progression [9,10].

The aim of this review is to explore the application of 10T technologies for
data acquisition and processing methods in smart medical monitoring devices,
particularly in the field of molecular and cellular biomechanics. We will analyze
how 10T technologies facilitate efficient data acquisition and processing, and
how these technologies can enhance our understanding and application of
biomechanical principles to improve clinical outcomes. Through this review, we
aim to provide readers with a comprehensive overview of the current status and
future directions of loT technologies in smart medical monitoring devices, as
well as how these technologies can be integrated with recent advancements in
biomechanics to collectively advance biomedical science.

2. Research on data collection methods

2.1. Sensor technology

In the research and application of intelligent medical monitoring devices, sensor
technology plays a crucial role [11]. As the core component of data acquisition, the
research and development of sensors are directly linked to the performance of
monitoring devices and the effectiveness of clinical applications.

2.1.1. Types of sensors

Driven by continuous innovation in the field of biomedical engineering, sensor
technology has made remarkable advancements, particularly in smart medical
monitoring devices, where the range of sensors for various physiological parameters
is expanding. The design and application of these sensors offer robust technical
support for precision medicine and personalized health management. A diverse array
of sensors applicable to different physiological parameters, such as
electrocardiogram (ECG) sensors, blood pressure sensors, and blood oxygen sensors,
has been developed.

Cardiac sensors



Molecular & Cellular Biomechanics 2025, 22(4), 923.

ECG sensors are essential tools for monitoring cardiac activity and diagnosing
cardiac diseases, such as arrhythmias, by capturing ECG signals [12]. With
advancements in microelectronics technology, ECG sensors have achieved high-
precision, low-power signal acquisition and have demonstrated significant potential
in the field of mobile health monitoring [13].

Blood pressure sensor

Blood pressure sensors play a crucial role in the prevention and treatment of
cardiovascular diseases, such as hypertension, by noninvasively monitoring changes
in blood pressure [14]. For molecular and cellular biomechanics, sensors that can
detect mechanical forces at the nanoscale are of particular interest. These sensors can
be integrated into cell culture systems or implanted in vivo to monitor the
mechanical environment of tissues and cells. For example, piezoelectric sensors can
detect changes in cellular stiffness and contractility, providing real-time data on
cellular biomechanical behavior. Current research is focused on enhancing the
accuracy and comfort of these sensors for long-term monitoring. Significant
advancements are being made in cuffless blood pressure monitoring technologies
[15], which are anticipated to replace traditional blood pressure measurement
methods in the near future, offering patients a more convenient monitoring
experience.

Oxygen sensor

Oximetry sensors monitor blood oxygen saturation in real time, serving as a
crucial tool for patients with respiratory diseases [16]. In recent years, optical-based
oximetry sensors have garnered significant attention due to their noninvasive nature
and ability to provide continuous monitoring [17].

Other sensors

In addition to the aforementioned sensors, temperature sensors [18] and blood
glucose sensors [19] are also vital components of smart medical monitoring devices.
Temperature sensors can monitor fluctuations in body temperature, which is
essential for the early detection and management of febrile illnesses [20]. Conversely,
blood glucose sensors play a critical role in enhancing the quality of life for diabetic
patients, as they enable real-time monitoring of blood glucose levels, thereby
assisting patients in better managing their health [21].

Together, these sensors create a sensor network for multiparameter monitoring,
equipping healthcare professionals with a robust tool for comprehensively assessing
a patient’s health status. As technology continues to advance, sensors are evolving
towards miniaturization, increased intelligence, and multifunctionality, which will
further enhance the application of intelligent medical monitoring devices in clinical
practice.

2.1.2. Sensor performance
The enhancement of sensor performance is undoubtedly one of the central
topics in the research and development of intelligent medical monitoring devices

[22]. Key performance indicators, such as sensitivity, stability, and anti-interference
capability, are directly related to the accuracy and reliability of the collected data.
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Consequently, these indicators have become essential criteria for evaluating sensor
performance [23].
Sensitivity optimization

In the context of molecular and cellular biomechanics, the development of
highly sensitive and specific sensors is essential for capturing subtle mechanical
changes at the cellular level. These sensors can provide real-time data on cellular
responses to mechanical stimuli, such as changes in cell shape, stiffness, and
signaling pathways [24]. Innovations in materials science have led researchers to
introduce novel nanomaterials, such as graphene [25] and carbon nanotubes [26],
which possess a high surface area and exceptional electronic properties, significantly
improving sensor sensitivity. These sensors can provide real-time data on cellular
responses to mechanical stimuli. Furthermore, by employing surface
functionalization techniques, researchers can further enhance the responsiveness of
sensors to specific physiological parameters, enabling more accurate monitoring.

Stability improvement

Stability of sensors is crucial for ensuring reliable monitoring over time [27].
The application of microelectromechanical systems (MEMS) technology offers
innovative solutions for the miniaturization and stabilization of sensors [28]. With
MEMS technology, sensors can be miniaturized while preserving their mechanical
and electrical stability, allowing them to maintain consistent performance across a
range of environments, including extreme temperatures, humidity levels, and
mechanical vibrations.

Enhanced anti-interference capability

In complex physiological monitoring environments, the anti-interference
capability of sensors is essential [29]. Advances in digital signal processing
technology have introduced innovative methods to enhance this capability [30].
Researchers have developed a variety of algorithms, including noise filtering, signal
amplification, and pattern recognition, to eliminate or minimize the impact of
external interference on sensor signals [31].

The enhancement of sensor performance depends on the interdisciplinary
collaboration among various fields, including materials science, microelectronic
engineering, and signal processing [32]. Researchers continually optimize sensor
design through this collaboration, for instance, by integrating research on
biocompatible materials to create sensors that are better suited for in vivo
implantation [33]. Advances in microelectronic engineering technologies are
employed to achieve high integration and low power consumption in sensors [34].
Additionally, advanced signal processing techniques are utilized to enhance the
sensors’ ability to interpret data in complex environments [35]. Through ongoing
material innovation, technological integration, and algorithm optimization, the
sensitivity, stability, and resistance to interference of sensors have significantly
improved. This not only enhances the applicability of sensors in challenging
environments but also provides more accurate and reliable data support for medical
diagnosis and treatment.
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2.1.3. Sensor integration

In the medical monitoring field, sensor integration technology has emerged as a
focal point of research due to the increasing demand for multi-parameter monitoring.
The essence of this technology is the integration of multiple sensors onto a single
platform, enabling the simultaneous acquisition of various physiological parameters
[36]. By consolidating multiple sensors, the synchronized collection of diverse
parameters is achieved, thereby enhancing the comprehensiveness of data acquisition.
For instance, the integration of force sensors with biochemical sensors can offer
valuable insights into how mechanical forces influence cell signaling pathways and
gene expression. The miniaturization of design and seamless integration are crucial
for developing wearable or implantable devices that can monitor cellular
biomechanics without disrupting normal physiological processes.

Miniaturized design and integration

Research in sensor integration begins with the challenge of miniaturized design.
To achieve multi-parameter monitoring without disrupting the patient’s daily
activities, researchers have focused on developing miniaturized sensors [37]. These
sensors facilitate the integration of multiple functions within a compact space by
utilizing MEMS technology [38]. Miniaturized design necessitates not only a
reduction in sensor size but also the maintenance of performance, which demands
synergistic innovations in materials science and precision engineering technologies.

Low power circuit design

Integrated sensors cannot operate efficiently without the support of low-power
circuits [39]. To ensure that the sensor module operates stably over extended periods,
researchers have developed various low-power circuit designs. These designs
encompass optimized power management circuits, low-power signal processing units,
and energy recovery techniques [40]. With these advancements, integrated sensors
can sustain data acquisition and transmission for prolonged durations while utilizing
a limited energy supply.

Data fusion algorithms

Data fusion algorithms play a crucial role in multiparameter monitoring [41].
These algorithms can process data from various sensors, extract valuable information,
reduce data redundancy, and enhance data accuracy. Researchers are developing
advanced data fusion techniques, including time series analysis [42], pattern
recognition [43], and machine learning algorithms [44], to facilitate more efficient
data processing and provide deeper insights into health state analysis.

Energy efficiency

The design of integrated sensors must also prioritize energy efficiency [45].
This entails optimizing sensor operating modes, developing dormancy strategies, and
managing energy allocation. For instance, overall energy consumption can be
significantly reduced by intelligently activating the sensor’s operating mode and
conducting data acquisition only when necessary [46]. Furthermore, research has
focused on the development of innovative energy storage technologies, such as
flexible batteries [47] and supercapacitors [48], to support integrated sensor systems
that function over extended periods.
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Currently, researchers are developing wearable multiparameter sensor modules
capable of continuously monitoring key physiological parameters, such as ECG,
blood pressure, and blood oxygen levels [49,50]. These wearable devices are
designed with ergonomics in mind to ensure patient comfort during daily activities.
By integrating advanced sensor technology, these devices provide physicians with
comprehensive, real-time information about the patient’s health, thereby enhancing
the accuracy of diagnoses and the effectiveness of treatments.

2.2. Communications technology

In the development and application of intelligent medical monitoring devices,
loT communication technology is essential for facilitating data collection and
transmission.

2.2.1. Wireless communications
Wi-Fi technology

Wi-Fi technology, based on the IEEE 802.11 standard, has become an
indispensable means of communication in smart medical monitoring devices. This
technology is capable of providing data transfer rates of up to hundreds of megabits
per second, which is crucial for transmitting large volumes of real-time data in
environments such as hospitals [51]. The relatively wide coverage of Wi-Fi
technology, typically extending up to hundreds of meters, enables it to meet the
communication needs of large-scale medical facilities. In medical surveillance
systems, Wi-Fi technology not only supports the transmission of high-definition
video streams but also ensures rapid synchronization of medical data, thereby
enhancing the efficiency of medical services.

Bluetooth technology

Bluetooth technology, a short-range wireless communication method, has
particularly prominent applications in wearable medical devices. With the
advancement of Bluetooth Low Energy (BLE) technology, Bluetooth devices can
achieve rapid connections and data transmission with terminals such as smartphones
and tablets while maintaining low power consumption [52]. Although the
transmission rate and range of BLE technology are not as high as those of traditional
Bluetooth, its lower energy consumption and compact size make it the preferred
communication solution for wearable medical devices [53]. Furthermore, the
maturity and widespread market acceptance of Bluetooth technology facilitate the
proliferation of smart medical monitoring devices.

ZigBee technology

ZigBee technology, characterized by its low-speed, short-range transmission,
and cost-effectiveness, plays a significant role in healthcare monitoring networks
[54]. This technology supports self-organizing network capabilities, facilitating the
efficient deployment of numerous sensor nodes within healthcare environments.
These nodes can collectively form a sensor network that offers extensive coverage
and numerous nodes for real-time monitoring of patients’ physiological parameters
[55]. Another notable advantage of ZigBee technology is its low power consumption,
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which is crucial for medical monitoring devices that require prolonged operation and
are not easily serviced for battery replacement.

2.2.2. Wired communications

Although wireless communication technology is widely utilized in intelligent
medical monitoring devices, wired communication technology continues to play an
indispensable role in certain specific scenarios, particularly in environments that
demand high real-time data transmission. For instance, serial ports and USB
connections are well-suited for applications with stringent real-time requirements.

Serial communications technology

Serial communication, a traditional wired data transmission method, facilitates
the exchange of data through a serial communication interface. Its high stability and
resistance to interference provide significant advantages in data transmission
scenarios that require precise control [56,57]. In intelligent medical monitoring
devices, serial communication is commonly employed for real-time monitoring [58]
and hardware control [59]. For instance, in applications such as ECG monitoring and
blood pressure monitoring, serial communication ensures data accuracy and
transmission stability while minimizing errors caused by signal interference or
attenuation. Furthermore, for medical devices that necessitate precise control, such
as surgical robots and precision testing instruments, serial communication offers
reliable data transmission, thereby ensuring the normal operation of these devices.

USB communication technology

USB (Universal Serial Bus) communication is a widely used computer interface
that plays a crucial role in data transmission between medical devices and computers,
owing to its high data transfer speed and excellent compatibility [60]. The
advantages of USB communication technology include: 1) USB interfaces can
provide data transfer rates of up to several tens of megabits per second, which is
essential for transmitting large medical data files [61]. 2) The plug-and-play
functionality of USB communication simplifies the process of connecting devices,
thereby enhancing the efficiency of medical personnel. 3) The USB interface
supports the connection of multiple devices, facilitating the seamless integration of
medical monitoring devices with other medical information systems [62].

The application of wired communication technology in intelligent medical
monitoring equipment ensures stability and real-time data transmission, particularly
in environments with stringent requirements for data accuracy and transmission
speed. As medical informatization continues to advance, wired communication
technology will remain crucial in intelligent medical monitoring devices,
complementing wireless communication technology to collectively enhance the
development of medical monitoring technology.

2.2.3. Low-power communications

Low-power communication technologies are particularly crucial in the realm of
intelligent medical monitoring devices, especially for those that rely on battery
power. These technologies not only facilitate the long-term operation of the devices
but also ensure reliable data transmission in complex environments [63].
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Technologies such as LoRa and NB-IoT are well-suited for battery-powered medical
monitoring devices.

LoRa technology

LoRa (Long Range) technology, which is based on the principles of spread-
spectrum communication, is a low-power, long-range wireless communication
solution [64]. Operating in the sub-GHz frequency band, LoRa technology enables
stable data transmission even in remote areas with poor signal coverage—a feature
that is particularly crucial for medical monitoring devices. Additionally, LoRa
devices exhibit extremely low power consumption, resulting in longer lifespans and
reduced maintenance requirements for battery-powered medical monitoring
equipment [65]. Furthermore, LoRa technology supports connectivity for a large
number of devices, making it highly advantageous for establishing extensive medical
surveillance networks that can accommodate various application scenarios, such as
hospitals and homes.

NB-IoT technology

Narrowband Internet of Things (NB-10T) technology is a low-power, wide-
coverage communication solution specifically designed for the Internet of Things
[66]. The application of NB-loT technology in medical monitoring equipment
exhibits several key characteristics. First, the narrowband nature of NB-1oT enables
stable communication while consuming minimal power, making it particularly
suitable for frequent small packet transmissions in medical monitoring devices [67].
Second, NB-IoT technology offers extensive coverage over large geographic areas,
including basements and remote locations, which is essential for ensuring the
continuity and reliability of medical monitoring data. Most importantly, NB-loT
technology provides a stable network connection that minimizes latency and
interruptions in data transmission, a critical factor for monitoring patient conditions
that require real-time oversight [68].

The application of low-power communication technology in intelligent medical
monitoring devices significantly enhances the long-term operation of these devices
and ensures stable data transmission. The distinct advantages of LoRa and NB-loT
technologies allow medical monitoring devices to achieve efficient and reliable data
collection and transmission across various environments and requirements.

3. Research on data-processing methods

In the application of intelligent medical monitoring equipment, data
processing is a crucial component that directly impacts the accuracy and
practicality of the final monitoring results. Data processing techniques are
essential for extracting meaningful information from the complex mechanical
signals generated by cells and tissues in biomechanical applications.

3.1. Data pre-processing

Data preprocessing is a crucial initial stage in the data processing workflow of
intelligent medical monitoring equipment. Its primary objective is to enhance data
guality and ensure the accuracy and effectiveness of subsequent analyses and
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processing [69]. Data preprocessing primarily involves operations such as denoising,
filtering, and normalization, all aimed at improving data quality and providing a
reliable foundation for further processing. In biomechanical studies, denoising and
filtering are crucial for maintaining the integrity of mechanical signals. For instance,
low-pass filtering can effectively eliminate high-frequency noise from force
measurements, while normalization ensures that data from various sensors or
experiments remain comparable.

3.1.1. Denoising

During the acquisition of medical monitoring data, environmental interference
and the inherent noise of the equipment often affect the data. This interference can
obscure genuine physiological signals and compromise the final monitoring results.
Denoising is the initial step in data preprocessing, aimed at minimizing the impact of
noise on data quality. Specific methods for denoising include median filtering and
Kalman filtering [70]. Median filtering is a nonlinear technique that effectively
suppresses impulse and random noise while preserving the edge characteristics of the
signal. It is particularly suitable for data denoising that requires high real-time
performance [71]. In contrast, Kalman filtering is an optimal estimation algorithm
that recursively estimates noise-contaminated data through two steps: prediction and
updating. This process filters out noise and extracts the clean signal [72].

3.1.2. Filtering operation

Filtering operations play a crucial role in data preprocessing by eliminating
irrelevant information and preserving physiological signals that are essential for
diagnosis. Common filtering methods include low-pass filtering, high-pass filtering,
and band-pass filtering [73]. Low-pass filters permit low-frequency signals to pass
through while attenuating high-frequency signals, making them effective for
removing high-frequency noise, such as power line interference [74]. In contrast,
high-pass filters allow high-frequency signals to pass while eliminating low-
frequency noise, such as motion artifacts [75]. Band-pass filters selectively permit
signals within a specific frequency range to pass while suppressing signals outside
that range, making them suitable for extracting physiological signals within
designated frequency bands [76].

3.1.3. Normalization process

Normalization is a crucial aspect of data preprocessing that enhances the
comparability of data collected from various sensors by adjusting the data scale,
thereby facilitating subsequent data analysis. Linear normalization can efficiently
standardize the data scale by mapping it linearly to the [0, 1] or [—1, 1] interval.
Additionally, the data can be centered by subtracting the mean and then scaled by
dividing by the standard deviation, resulting in a dataset with a mean of zero and a
unit variance, which is ideal for further statistical analysis [77].

Data preprocessing is an essential component of the data processing workflow
for intelligent medical monitoring equipment. Through operations such as denoising,
filtering, and normalization, data preprocessing not only enhances data quality but
also establishes a robust foundation for subsequent complex analyses. With the
ongoing advancements in signal processing technology, data preprocessing methods
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are becoming increasingly efficient and precise, thereby providing substantial
support for the application of intelligent medical monitoring devices in clinical
settings.

3.2. Data compression and fusion

With the widespread use of intelligent medical monitoring devices, the vast
amount of data generated presents new challenges for data processing efficiency.
Research into data compression and fusion technologies has become a crucial
approach to enhancing data processing efficiency.

3.2.1. Data compression technology

Data compression techniques aim to alleviate the demands of data transmission
and storage while ensuring the integrity of the information represented by the data.
By leveraging the sparsity of signals, compressed sensing technigues can reconstruct
signals at a sampling rate significantly lower than the Nyquist rate, thereby
substantially reducing the volume of data [78]. This approach is particularly effective
for physiological signals characterized by sparsity, such as ECG and
electroencephalogram (EEG) signals. The wavelet transform is a time-frequency
localized analysis method that decomposes a signal into wavelet coefficients across
various frequencies [79]. By applying thresholding, redundant information can be
eliminated, facilitating data compression. The wavelet transform effectively reduces
data size while preserving the essential features of the signal.

3.2.2. Data fusion technology

Data fusion techniques enhance the accuracy and completeness of information
by integrating data from various sensors or different time points [80]. There could be
a more comprehensive understanding of cellular behavior in terms of molecular and
cellular biomechanics. For instance, combining data from force and imaging sensors
can yield both quantitative and qualitative insights into cellular biomechanics. In the
context of medical surveillance, applications of data fusion techniques include
weighted averaging, Kalman filtering, and multi-sensor data fusion algorithms.

The weighted averaging method generates a composite value by assigning
varying weights to data collected from different sensors. This method is
straightforward and easy to implement, making it suitable for scenarios where the
consistency of sensor data is high [81]. Kalman filtering, on the other hand, is a
recursive optimal estimation algorithm that integrates predicted and observed values
to provide an optimal estimate of the system state [82]. In the context of multi-sensor
data fusion, Kalman filtering effectively reduces noise and enhances data quality.
Beyond the traditional Kalman filter, researchers have developed a range of multi-
sensor data fusion algorithms, including neural networks and support vector
machines, which can address more complex data relationships and improve the
overall fusion effectiveness [83].

3.3. Data analysis and mining

Data analysis and mining are essential technologies for extracting valuable
information from medical surveillance data, which is crucial for the early detection,
diagnosis, and treatment of diseases. The primary methods of data analysis and

10
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mining include time-domain analysis, frequency-domain analysis, machine learning,
and deep learning.

3.3.1. Time domain analysis

Time-domain analysis serves as the foundation for data analysis, revealing the
time-domain characteristics of signals through direct statistical examination of raw
data. In the realm of medical monitoring, the primary methods of time-domain
analysis include the calculation of basic statistical parameters and the extraction of
waveform features [84]. Statistical parameter calculations, such as mean, variance,
standard deviation, and root mean square, reflect the stability and volatility of the
signal, providing essential data for subsequent signal identification and disease
diagnosis [85]. Waveform feature extraction, exemplified by the time-domain
analysis of heart rate variability, allows for the assessment of inter-beat interval
variability in ECG signals [86]. This information is crucial for evaluating autonomic
nervous system activity and diagnosing cardiovascular diseases.

3.3.2. Frequency domain analysis

Frequency domain analysis reveals the frequency components and dynamics of
a signal by transforming the data into the frequency domain [87]. In the context of
medical surveillance data, the primary techniques for frequency domain analysis
include the Fourier transform and the wavelet transform. The Fourier transform
converts a time-domain signal into a frequency-domain representation, thereby
facilitating the analysis of the signal’s frequency distribution [88]. In the analysis of
ECG signals, the Fourier transform is instrumental in identifying the frequency
domain features associated with arrhythmias. Conversely, the wavelet transform
possesses the unique property of time-frequency localization, allowing for the
analysis of frequency components across different time scales. The wavelet
transform demonstrates distinct advantages when addressing non-stationary
physiological signals [89].
3.3.3. Machine learning and deep learning

Machine learning and deep learning techniques are increasingly utilized in the
analysis of medical surveillance data, enabling intelligent analysis and prediction of
complex datasets through the construction of data models. Specific applications
include classification, regression, cluster analysis, and deep learning models [90].
Machine learning algorithms, such as support vector machines (SVM) and random
forests (RF), can be employed for the classification and regression analysis of
diseases, thereby supporting clinical decision-making. Clustering algorithms,
including K-means and hierarchical clustering, can uncover natural groupings within
data, which is crucial for exploring unknown disease patterns and patient
categorization [91]. Deep learning models, such as Convolutional Neural Networks
(CNN) and Recurrent Neural Networks (RNN), offer significant advantages in
processing time series data [92]. For instance, CNNs excel in classifying ECG
images, while RNNs are particularly effective in analyzing sequence-dependent
physiological signals.

11
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4. Challenges and prospects

The development of low-power, high-sensitivity sensors is essential for the
long-term monitoring of the mechanical properties of cell mechanics. Furthermore,
data security and privacy protection are becoming increasingly critical, particularly
when handling sensitive biomechanical data. Robust encryption techniques and
stringent access control measures must be implemented during data transmission and
processing. Despite the significant advancements in the research of loT data
acquisition and processing methods for smart medical monitoring devices, several
challenges persist in practical applications, hindering the widespread deployment and
comprehensive development of this technology. One of the primary concerns is
achieving a balance between sensor performance and power consumption in the
design of these devices. High-performance sensors typically come with increased
power consumption, which restricts the portability and longevity of the device. To
tackle this issue, researchers have sought to enhance sensor performance through.

Low-power sensor technology and dynamic power management are essential
components in the development of modern medical monitoring devices. Additionally,
with the advancement of 10T technology, data security and privacy protection have
emerged as increasingly critical issues. In medical monitoring devices, patients’
physiological data is highly sensitive; therefore, robust encryption techniques and
stringent access control measures must be implemented during data transmission and
processing. Furthermore, to enhance the overall performance of intelligent medical
monitoring devices, system integration and optimization are crucial. This process
involves the collaborative efforts of various components, including data acquisition,
transmission, and processing, as well as the design of system architecture and
performance optimization.

With the continuous advancement of 10T technology, data acquisition and
processing methods for smart medical monitoring devices are anticipated to be
realized. The development of more sensitive, stable, and low-power sensors is
essential to meet the demands of long-term real-time monitoring. Additionally, it is
crucial to establish a more robust data security protection system to safeguard patient
privacy through technological innovation. Furthermore, the utilization of artificial
intelligence and machine learning technologies will facilitate the integrated and
intelligent management of data acquisition, transmission, and processing.

5. Conclusion

Compared to some existing studies, this review not only addresses a single
technology or application but also systematically summarizes the integrated
application of multiple data acquisition and processing methods in 10T smart medical
monitoring devices, particularly in the field of molecular and cellular biomechanics.
This review emphasizes the multi-protocol fusion of wireless 10T technologies,
which significantly enhances the flexibility and scalability of these devices. In
current research, data processing and fusion predominantly rely on a single tool or
platform, such as Apache NiFi or Kafka. In contrast, this review further investigates
the integration of multiple data processing tools, including the co-optimization of
data preprocessing, compression, and fusion. For instance, by combining edge

12
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computing with Al models, devices can perform preliminary data processing locally,
thereby reducing dependence on cloud resources. This optimization not only
improves data processing efficiency but also decreases system latency. Compared to
the existing literature, this review not only summarizes current technologies but also
offers insights into future trends, such as the development of low-power sensor
technologies, enhancements in data encryption and access control, and optimizations
in system architecture. These forward-looking insights provide clear directions for
researchers and technology developers, fostering continuous innovation in smart
medical monitoring devices.
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